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Basic Scanning with NmapBasic Scanning with Nmap

Scan a singleScan a single
targettarget

nmap [target]

Scan multipleScan multiple
targetstargets

nmap [targe​t1,​‐
tar​get​2,etc]

Scan a list ofScan a list of
targetstargets

nmap -iL [hackl​‐
ist.txt]

Scan a rangeScan a range
of hostsof hosts

nmap [range of
IP addresses]

Scan anScan an
entire subnetentire subnet

nmap [IP
addres​s/cdir]

Scan randomScan random
hostshosts

nmap -iR
[number]

ExcludingExcluding
targets fromtargets from
a scana scan

nmap [targets] –
exclude
[targets]

ExcludingExcluding
targets usingtargets using
a lista list

nmap [targets] –
exclu​defile
[list.txt]

Perform anPerform an
aggressiveaggressive
scanscan

nmap -A [target]

Scan an IPv6Scan an IPv6
targettarget

nmap -6 [target]

Output OptionsOutput Options

Save output
to a text file

nmap -oN
[scan.txt]
[target]

Save output
to a xml file

nmap -oX
[scan.xml]
[target]

Grepable
output

nmap -oG
[scan.txt]
[target]

Output all
supported file
types

nmap -oA
[path/​fil​ename]
[target]

Period​ically
display
statistics

nmap –stats​-
every [time]
[target]

 

Output Options (cont)Output Options (cont)

133t
output

nmap -oS [scan.txt]
[target]

Nmap Scripting EngineNmap Scripting Engine

Execute individual scriptsExecute individual scripts
nmap –script [scrip​t.nse] [target]
Execute multiple scriptsExecute multiple scripts
nmap –script [expre​ssion]
[target]
Execute scripts by categoryExecute scripts by category
nmap –script [cat] [target]
Execute multiple scriptsExecute multiple scripts
categoriescategories
nmap –script [cat1,​cat2, etc]
Troubl​eshoot scriptsTroubl​eshoot scripts
nmap –script [script] –scrip​t-
trace [target]
Update the script databaseUpdate the script database
nmap –scrip​t-u​pdatedb
Script categoriesScript categories
a
auth
default
discovery
external
intrusive
malware
safe
vuln

 

Version Detection with NmapVersion Detection with Nmap

OperatingOperating
systemsystem
detectiondetection

nmap -O
[target]

Attempt toAttempt to
guess anguess an
unknownunknown

nmap -O –
ossca​n-guess
[target]

ServiceService
versionversion
detectiondetection

nmap -sV
[target]

Troubl​esh​‐Troubl​esh​‐
ooting versionooting version
scansscans

nmap -sV –
versi​on-​trace
[target]

Perform aPerform a
RPC scanRPC scan

nmap -sR
[target]

Firewall Evasion TechniquesFirewall Evasion Techniques
with Nmapwith Nmap

FragmentFragment
packetspackets

nmap -f [target]

Specify aSpecify a
specificspecific
MTUMTU

nm ap –mtu
[MTU] [target]

Use aUse a
decoydecoy

nmap -D RND:
[number] [target]

Idle zombieIdle zombie
scanscan

nmap -sI
[zombie] [target]

ManuallyManually
specify aspecify a
source portsource port

nmap –sourc​e-
port [port] [target]

AppendAppend
randomrandom
datadata

nmap –data-​‐
length [size]
[target]

RandomizeRandomize
target scantarget scan
orderorder

nmap –rando​miz​‐
e-hosts [target]

Spoof MACSpoof MAC
AddressAddress

nmap –spoof-
mac [MAC|0​|ve​‐
ndor] [target]

Send badSend bad
checksumschecksums

nmap –badsum
[target]

 

NdiffNdiff

Comparison
using Ndiff

ndiff [scan1.xml]
[scan2.xml]

Ndiff
verbose
mode

ndiff -v
[scan1.xml]
[scan2.xml]

XML output
mode

ndiff –xml
[scan1.xm]
[scan2.xml]

About meAbout me

NameName netwrk​spider

websitewebsite http:/​/ww​w.n​etw​rks​‐
pid​er.org

JobJob
ProfileProfile

Security Researcher
& Developers

Nmap Discovery OptionsNmap Discovery Options

Perform a pingPerform a ping
scan onlyscan only

nmap -sP
[target]

Don’t pingDon’t ping nmap -PN
[target]

TCP SYN PingTCP SYN Ping nmap -PS
[target]

TCP ACK pingTCP ACK ping nmap -PA
[target]

UDP pingUDP ping nmap -PU
[target]

SCTP Init PingSCTP Init Ping nmap -PY
[target]

ICMP echo pingICMP echo ping nmap -PE
[target]

ICMP TimestampICMP Timestamp
pingping

nmap -PP
[target]

ICMP addressICMP address
mask pingmask ping

nmap -PM
[target]

IP protocol pingIP protocol ping nmap -PO
[target]

ARP pingARP ping nmap -PR
[target]
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Nmap Discovery Options (cont)Nmap Discovery Options (cont)

TracerouteTraceroute nmap –trace​‐
route [target]

ForceForce
reverse DNSreverse DNS
resolutionresolution

nmap -R [target]

DisableDisable
reverse DNSreverse DNS
resolutionresolution

nmap -n [target]

Altern​ativeAltern​ative
DNS lookupDNS lookup

nmap –syste​m-
dns [target]

ManuallyManually
specify DNSspecify DNS
serversservers

nmap –dns-s​‐
ervers [servers]
[target]

Create a hostCreate a host
listlist

nmap -sL
[targets]
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